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What keeps you up at night?

What if a computer virus wipes out my whole network?

Is my business evolving fast enough 

to keep up with the new economy?

What if a bad news story about us goes viral?



The purpose of this session

 Provide an overview of how VHB considers business 

risks

 Describe the detailed process we used to identify and 

evaluate risks to our firm

 Describe how we have incorporated risk awareness and 

mitigation efforts into our normal business process



Meet VHB
• 950 employees in 22 

offices along the East 

Coast

• Integrated transportation, 

land development & 

environmental services



Let’s rewind for a second…



Background

 One of 6 main focus area 

responsibilities of the Board

 Pre-2011

– Narrow focus

– Professional liability exposures

 Post 2011

– Broader approach

– Understand and prepare for all risks









Richmond, Virginia
August 31, 2004





Suspect captured in boat

Watertown, Massachusetts
April 19, 2013

Shootout





Board approach

 Appointed Global Risk Committee

 Committee goals: 

– Identify global risks to VHB

– Determine VHB’s exposure to each risk

– Identify risk mitigation

– Prioritize risks for Board



Where to start?



The committee identified 23 areas of risk 

with three major categories:

Reputation

Market alignment

Catastrophic loss 



Major Claim: >$1m

Likelihood

Im
p
a
c
t

Rare/Never Annually Daily/Weekly

Total Loss

Cyber Threat: 
Employee error

$0

Analytical Approach

How likely was something to occur?

What’s the possible financial impact if it does occur?

Assume NO Insurance policy

NO Risk team

Assume NO IT group

NO 2 hr snapshot backups



Ethics: Business Operations
Mis-representation of Financials

Failure to Innovate

Ethics:  Technical Operations
Manipulation of Data

Ethics:  Bad Apple

Reputation:
Significant Incident

Major Claim: >$1m

Likelihood

Im
p
a
c
t

Rare/Never Annually Daily/Weekly

Total Loss

Cyber Threat: Breach
malware, worms, etc.

Cyber Threat: 
Employee error

Typical Acquisition
Goes bad

Performance Gap:
Consistent miss of plan

Cyber Threat:  
Disgruntled employee

Total Loss:
Watertown

Market Alignment:
Pricing

Loss of Key 
Leadership

Succession:  
Gone wrong

$0

Reputation 

RisksMarket 

AlignmentCatastrophic 

loss

Mitigation Effectiveness
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Committee findings

 Extensive mitigation already in place

– Should be maintained

– Can affect multiple risk areas



Risk/Mitigation Example

Risk Mitigation
Business Performance Gap
Lower profitability on a 
consistent basis

• Short and long term planning
• Incentives tied to profitability
• Regular progress reporting
• Monthly Project Reviews



Committee findings

 Extensive mitigation already in place

– Should be maintained

– Can affect multiple risk areas

 Gaps in mitigation exist 



Mitigation Gap Example

Risk Mitigation
Reputation
Incident of any significant scale 
that tarnishes VHB’s reputation 
to the public

• Written Protocol for media 
communication

• Monthly Project Reviews

Gap
We can be slow to react to clues



Committee findings

 Extensive mitigation already in place

– Should be maintained

– Can affect multiple risk areas

 Gaps in mitigation exist 

 Global risks are part of every business 

environment – we need to be prepared

 Global Risk management warrants 

annual review/update



Committee recommendations

 Get feedback from Regional 

and Office leadership 

 Firm should continue with current 

mitigation activities

 Create annual process to update 

and monitor efforts



VHB’s Global Risk Annual Process

SEPTEMBER
Committee 

evaluates input

OCTOBER
BOD reviews 

recommendations 
and sets priorities

MARCH/APRIL
Committee 

provides BOD 
“annual outcome 

report”

EARLY JUNE
Committee 

evaluates need for 
“mid-course” 
corrections

AUGUST

Seek input from 
Regional and 

Corporate leaders 



Current Status

 Created an ongoing Global Risk 

Committee to conduct the annual 

process 

 First time through the cycle

 Received feedback from Regional 

and Office leadership:

– Priorities- local and corporate

– Comments on mitigation efforts

– New risks 

 Setting Priorities for 2014



Generational Company

 A Generational Company needs to think 

about the long term

 Better understanding of the risks 

we face

 Reassuring that the company is taking 

a proactive approach



Questions?



22 offices throughout the east coast

www.vhb.com

Bob Dubinsky | rdubinsky@vhb.com | 617.607.2799

Maureen Hogan | mhogan@vhb.com | 617.607.2966


